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ITAMATKA
"O MEPAX BE3OITACHOI'O UCITOJIb30BAHUA BAHKOBCKHUX KAPT"

Co0sro1enne  pexkomeHaanuii, cogep:xkammxcas B [lamsaTke, NO3BOJAMT  oO0ecne4YnThH
MAaKCMMAJIbHYI0 COXPAHHOCTh 0AHKOBCKOM KapThl, ee pekBU3UTOB, [IMH M apyrux jaHHbIX, a TaKxKe
CHU3UT BO3MOKHbIe PUCKHM NPH COBEPIIEHHMH ONEPalMil ¢ MCNOJb30BaHMEM OAHKOBCKOW KapThl B
0aHkoMaTe, Npy 0€3HAJIMYHOI OMJIaTe TOBAPOB M YCJIYI, B TOM 4YHCJe Yyepe3 ceTb UHTepHeT.

OO0uue pekoMmeHaalun

1. Huxkorna ne coodmaiite IIMH Tperbum JiMnmam, B TOM 4Hcjie POACTBEHHHKAM, 3HAKOMbIM,
COTPYAHMKAM KPeIUTHOI OPraHm3alMu, KacCHpaM H JIMIAaM, noMoramum Bam B mcno/jibL30BaHuM
0AHKOBCKOI KapThl.

2. IIMH HEOﬁXOIII/IMO 3aIIOMHHUTDb UJIH B CJIy4ae, €CJIM 3TO ABJIACTCH 3aTPYAHUTEIbHBIM, XPAHUTD
€ro OoTaA¢cJbHO OT 0aHKOBCKOI KapThbl B HESABHOM BHI€ U HEAOCTYIIHOM JJIA TPETHUX JIUIl, B TOM YUCJIC
POACTBEHHHUKOB, MECTE.

3. Hukorza HM mnpu Kakux OOCTOATEJHLCTBAX He IepenaBaiiTe 0aHKOBCKYI0 KapTy is
HCNOJIL30BAHUS TPeTbUM JIMIAM, B TOM 4ucje poiacTBeHHHMKaM. Eciu Ha 0OaHkoBcKkoii kaprte
HaHeceHbl (paMuIusl M UMA (PU3MUYECKOTO JIUIA, TO TOJbKO 3T0 (QuU3HYecKoe JHIO MMeeT NMPaBo
HCI0JIL30BATH 0AaHKOBCKYIO KapTy.

4. Ilpn mosryueHMH OAHKOBCKOH KapThl pacnMIIUTeCh HA ee O0OPOTHOH CTOPOHe B MecTe,
NPeIHA3HAYEHHOM UIS1 NMOANMCH JepsKaTejsi 0AaHKOBCKOW KapThbl, €CJH 3TO NPeXyCMOTPEHO. JTO
CHU3HUT PHUCK HCII0JIb30BaHUA 0aHKOBCKON KapThl 0e3 Bamiero corsacusi B ciiy4yae ee yrparbl.

5. ByabTe BHUMAaTelbHbl K YCJIOBHSIM XPAaHEHHMs M MCIOJIb30BaHUs 0aHKOBCKOM Kaptbl. He
noasepraiite 0OAHKOBCKYI0 KapTy MeXaHH4YeCKHM, TeMIepaTypHbIM M 3JIeKTPOMATHUTHBIM
BO3/ICICTBUAM, a TaK:Ke mM30eraiite nmonajaHus Ha Hee BJarn. BaHKOBCKYI0 KapTy He/b3si XPaHUTH
PSAOM ¢ MOOMJIbHBIM Tes1e()OHOM, OBITOBOM U 0(PMCHOI TEXHHUKOIA.

6. Tese(poH KpeaUTHOM OPraHU3AIUM - IMUTEHTA OAHKOBCKOH KapThl (KPeIMTHOM OPraHU3aliH,
BblIaBIIel OAHKOBCKYK KAapTy) YKa3aH Ha 00O0pOTHOW cTOpoHe OaHKOBCcKoii kaptbl. Takike
HE00X0UMO BCeria MMeTh NpPH ce0e KOHTAKTHbIC TeJe(OHbl KPeIMTHOH OPraHM3aluM - IMHUTEHTA
0AHKOBCKOH KapThl 1 HOMep 0AHKOBCKON KapThl HA JPYrHX HOCHTeJISX HH(OPMaNUU: B 3aNMCHOM
KHHUKKe, MOOMJIbHOM TejiepoHe W/MJIM APYIMX HOCHUTENAX MH(OPMALMH, HO HE PAJOM C 3alHCbIO O
IIHUH.

7. C ueJibl0 nmpeaoTBpalleHUs] HEMPABOMEPHBIX /IeliCTBUI M0 CHATHIO BCeil CyMMBbI J€HEKHBIX
CpelICTB ¢ 0AaHKOBCKOI'0 CYeTa 1eJecO000pPa3HO YCTAHOBUTH CYTOUYHBINA JIUMHUT HA CYMMY ONepauuil mo
0AHKOBCKOH KapTe H OJHOBPEMEHHO MOAKJIKYUTH JJIEKTPOHHYK YCJIYry OINOBElIeHHS O
NMPOBEJACHHBIX oONepanusax (HanmpuMmep, omoBelieHHe nocpeacTBOM SMS-co00IeHUd WM HHBIM
Crocooom).

8. Ilpu nmosyyeHuu npocbO0bI, B TOM 4YHCJIe CO CTOPOHBI COTPYJAHHMKA KPEIMTHONH OpraHu3aluu,
COOOIIMTH MEePCOHANbHBbIC aHHbICe WM HH(popManuio o 0aHKoBCKoH kapre (B Tom unciae [IMH) ne
cooOmaiire ux. [lepe3BoHUTE B KPEAUTHYIO OPTraHU3AIHUIO - IMUTEHT OAHKOBCKOH KapThl (KPeIUMTHYIO
OPraHM3anMIo, BBIIABIIYI0 0AHKOBCKYIO KapTy) H cO00IIMTE 0 JaHHOM (pakTe.

9. He pexomeHnayercsi 0TBeYaTh HA JJIEKTPOHHbIe MHCbMA, B KOTOPBHIX OT UMEHH KPeIUTHOM
OpraHu3anvu (B TOM 4MCJIe KPeIWTHOW OPraHM3aluM - 3MHUTEHTa 0aHKOBCKOH KapThl (KpeIUTHOM
OpPraHu3alNy, BblIaBlIell 0aHKOBCKYI0 KapTY)) NMpeaiaraercs npeaocTaBuTh MepCOHAIbHbIE TaHHbIE.



He caepyiite mo '"cebuikaM', yKazaHHbIM B NHUCHbMaxX (BKJKYAS CCHUIKM HAa CalT KpeAUTHOM
OpPraHu3alMu), T.K. OHU MOI'YT BECTH HA CAalThI-IBONHUKH.

10. B measax mHPOPMANMOHHOIO B3aMMOJENCTBHUS ¢ KPEAUTHON OpraHu3aunveil - YMUTEHTOM
0AHKOBCKOH KapThl (KpeIMTHONl OpPraHu3amnuM, BblAaBlIeldl OAHKOBCKYK) KapTy) PeKOMeHAYyeTcsi
HCI0JIb30BATH TOJbKO PEKBU3UTHI CPEACTB CBSA3H (MOOMJIBHBIX M CTAIMOHAPHBIX Tejie)OHOB, (PAKCOB,
HHTEPAKTUBHBIX wWeb-caliTOB/mopTajioB, 00bLIYHOI U 3JIEKTPOHHOI MOYTHI U NP.), KOTOPble YKA3aHbI B
AOKYMEHTaX, MOJIyYeHHbIX HeNoCpeACTBEHHO B KPEeJUTHOH OpraHu3auMu - 3MUTeHTe 0aHKOBCKOIi
KapThl.

11. IlomuuTe, yTo B ciayyae packpbiTusi IIMH, nepcoHaNbHBIX JAHHBIX, YTPAThl 0AHKOBCKOM
KapThl CyHIECTBYeT PUCK COBepPLIEHHMS] HeNPaBOMEPHBIX [eHCTBUIl C JeHeKHBIMH CpeICTBAMH Ha
Bamem 0aHKOBCKOM cueTe €O CTOPOHBI TPETHUX JINII.

B caydae ecam wuMewTcs npeanosoxkenusi o packpbiTunm [IMH, mepcoHajibHBIX JaHHBIX,
NMO3BOJIAIOIIUX COBEPIIUTH HEeNPaBOMepPHbIe JeiicTBUs ¢ BammM 0aHKOBCKMM C4eTOM, a TaKXKe eCJId
0aHKOBCKasi Kapra ObL1a YyTpayeHa, He00X0AMMO HeMeIJIeHHO O00paTHUTbC B KPEIUTHYIO
OPraHM3alMI0 - SMUTEHT 0AHKOBCKOI KapThl (KPEIUTHYI0 OPraHM3alMI0, BbIIABIIYID 0aHKOBCKYIO
KApTy) M CJeA0BaThb YKA3aHUSIM COTPYAHUKA JAHHOW KpeAWTHOW opraHusanuu. /o mMoMeHTa
o0panieHus B KPeIUTHYI0 OPraHU3aIHI0 - DMUTEHT 0AHKOBCKOI KapThl Bbl HeceTe pucK, CBA3aHHbINM
¢ HECAHKIMOHHMPOBAHHBIM CIHMCAHHEM [ICHEXKHbIX cpeacTB ¢ Bamero 0ankoBckoro cuera. Kak
NPaBWJIO, COIVIACHO YCJOBHSIM JIOTOBOPAa ¢ KPEAUTHOH OpPraHu3amueil - IMUTEHTOM OaHKOBCKOI
KApThl JIeHEe:KHbIEe CpeaCcTBa, CcHMCaHHble ¢ Bamero 0aHKOBCKOro cyera B pe3yJbTrare
HECAHKIIMOHMPOBAHHOIO HCIOJIb30BaHus Bameil 0aHKOBCKOW KapThl 10 MOMEHTa yBeJOMJIeHHUsI 00
3TOM KPeIMTHOM OPraHM3alM1 - SMUTEHTA 0AHKOBCKOW KapThl, He BO3MEIIAOTCS.

PexomeH1aniuu Mpu cOBepIIEHHH ONePALMI
¢ 0aHKOBCKOW KapToil B 0aHKOMAaTe

1. OcymecTBJsIiiTe ONEPaNUM € MCIOJIb30BAHUEM 0AHKOMATOB, YCTAHOBJIEHHBIX B 0€30MaCHBIX
MecTax (HanmpuMmep, B rocy/IapCTBEHHbIX YUpeKAeHUAX, MOAPa3Ae/eHUsIX 0aHKOB, KPYIHBIX TOPrOBbIX
KOMILIEKCAaX, TOCTHHHUIIAX, AIPONOPTAX M T.IL.).

2. He ucnoan3yire ycTpoicTBa, kotopbie Tpedyror Beoaa IIMH nns nocryna B nomenienue, rae
pacnoJiokeH 0aHKOMaT.

3. B cayqae ecam modJaM30CcTH 0T OAHKOMATA HAXOAATCH MOCTOPOHHHUE JIMLA, CIeAyeT BbIOpaTh
0ojiee moAXoasillee BpeMsl /ISl HMCHOJAb30BaHUSI OaHKOMaTa MJIM BOCIOJb30BaThC JAPYTUM
0aHKOMATOM.

4. Ilepen ucnojib30BaHuEeM 0aHKOMATa OCMOTPHTE €ro Ha HAJIM4YHe J0NOJTHUTENbHBIX YCTPOHCTB,
He COOTBETCTBYWIIMX €ro KOHCTPYKLMH M PacnojiokeHHbIX B Mecte HaOopa IIMH u B mecrte
(mpope3b), NpeIHA3HAYEHHOM /UIA INpHeMa KapT (HaAmpuMep, HaJIW4YMe HEPOBHO YCTAHOBJICHHOM
kjaaBpuatrypsl HaOopa IIMH). B ykazanHoOM ciy4yae BO3JAepPHKHTECh OT HCIOJbL30BAHMA TAKOIO
O0aHkoMara.

5. B caydae eciau KiIaBuaTypa WJIM MeCTO JIsi NpHeMa KapT 0aHKoOMaTa 000pyI0BaHBI
AOMOJIHUTEIbHBIMU YCTPOMCTBAMM, HEe COOTBETCTBYIOIIMMM €ro KOHCTPYKIMH, BO3/IepP:KHTECh OT
HCNOJIBL30BAHUA OAHKOBCKOH KapThl B JAaHHOM O0aHKOMAaTe M COOOIIMTE O CBOMX IOJ03PEHHAX
COTPYAHHKAM KPeJIMTHOH OPraHu3aluu 1no rejedoHy, ykazaHHOMY Ha OaHKoMaTe.

6. He npumensiiite puznieckyro cuiry, 4To0bl BCTABUTH 0AHKOBCKYIO KapTy B 6ankomar. Ecin
0aHKOBCKasi KapTa He BCTABJISIETCS, BO3AEPKUTECH OT MCIO0JIb30BaHUA TAKOro 6aHKOMATA.

7. Haoupaiite IIMH Takum oOpa3om, 4TO00BI JIIOAW, HAXOASIIIMECS B HeENMOCPeICTBEHHOM
01M30CTH, He cMOTJIN ero yBuaeTh. [Ipu natope IIMH npukpsbiBaiiTe KJIaBHATYPY PYKOM.



8. B cayuae ecam 0aHKoMaTr padoTaer HEKOPPEKTHO (HAmpumep, 10Jiroe BpeMsi HAXOAUTCH B
pe:xXnMe 0KUAAHMS, CAMOINPON3BOJIbHO INepe3arpy:kaercs), ciaeayeT 0TKAa3aThbCAd OT HMCIOJb30BAHUSA
TAKOro 0aHKOMaTa, OTMEHUTh TEKYUIYI0 ONepaluio, HAKAB HA KJaBuarype KHonky '"Otmena', u
A0KI1aThCS BO3BpaTa 0aHKOBCKOIl KapThl.

9. Ilocsie mosyyeHHs] HAJIMYHBIX [EHEKHBIX CpPeICTB B 0aHKoMaTe cJjelyeT IepecYuTaTh
0AHKHOTBHI MOJIUCTHO, YOEIUTHCA B TOM, YTO OAHKOBCKAasi Kapra OblIa BO3BpallleHa 0aHKOMATOM,
A0KIAaThCS BbIIa4Y¥ KBUTAHLMH IIPU ee 3ampoce, 3aTeM MOJIOKUTH UX B CYMKY (KollleJIeK, KapMaH) H
TOJIbKO MOCJIe ITOT0 OTXOAUTh 0T HaHKOMATA.

10. Caenyer coxpaHsiThb pacne4yaTaHHble 0AHKOMATOM KBUTAHUMHU ISl MOCJEAYIOIIEell CBEPKHU
YKa3aHHBIX B HUX CYMM C BBINMCKOM 10 0aHKOBCKOMY CYeTYy.

11. He npuciaymuBaiiTech K COBeTaM TPeTbHUX JIMI, 4 TaK/Ke He MPUHUMANTE UX NMOMOIIb NMPH
NPOBeJAEeHUM ollepauuii ¢ 0aHKOBCKOM KapToii B 0aHKOMAaTax.

12. Ecaiu npu mnpoBeleHHH omepanuii ¢ 0aHKOBCKOW KapToii B 0aHKomare 0aHKOMAT He
BO3BpaliaeT 0AHKOBCKYKH KapTy, cjelyeT NO3BOHHTb B KPEAMTHYI0 OPraHM3alui0 1o rejedony,
YKa3aHHOMY Ha OaHKoMaTe, U OOBSICHMTH OOCTOATEJHCTBA NPOM30OLIENLIECr0, a TAaK/Ke cJeayer
00paTUThC B KPEAUTHYH) OPraHM3aLMI0 - SMUTEHT 0AHKOBCKOH KApPThl (KPEAUTHYI0 OPraHM3ALMIO,
BbIIABIIYI0 0AHKOBCKYI0 KapTy), KOTOpasi He Obllla BO3BpallleHa 0aHKOMATOM, U Jajiee CJed0BATh
HHCTPYKIHUSAM COTPYAHUKA KPeJIMTHOIN OpraHu3anmm.

PexomMeHganum npu Mcmoib30BaHUU 0AHKOBCKON KapThI
NJis1 0€3HAJTMYHOM OIJIATHI TOBAPOB U YCJIYT

1. He ucnoJb3yiiTe 0aHKOBCKHE KAPThl B OPraHU3alUAX TOPTOBJIM M YCJIYT, He BbI3bIBAIOIINX
aoBepusl.

2. Tpe0yiiTe npoBeeHus1 onepanuii ¢ 6aHKOBCKOH KapToil ToJbKkO B Bamem npucyrcrBuu. 310
He00X0AUMO B LeJISIX CHUKEHUS] PUCKA HEeNPAaBOMEPHOro noJiyueHus Bammx nepcoHabHBIX JaHHBIX,
YKa3aHHbIX HA 0AHKOBCKOM KapTe.

3. Ilpu ucnob30BAaHMH OAHKOBCKOH KAPThI JJISl OIJIATHI TOBAPOB H YCJYI KACCHP MOKeT
noTpedoBaTh OT BJIAAeNbla 0AHKOBCKONH KapThl NPEeI0CTABUTH NACNOPT, MOANNCATH Y€K UJIH BBECTH
IINH. Ilepen naoopom IIMH caexyer yOeauThcs B TOM, YTO JIIOAW, HAXOAAIIMECHd B
HENOCPe/JACTBEHHOH O0JIN30CTH, He CcMOryT ero yBujaeTh. Ilepen TemM Kkak NOANMUCATH YeK, B
00s13aTeJIbHOM MOPS/IKe NPOBEPbTE CYMMY, YKAa3aHHYI0 HA YeKe.

4. B caydae eciiu NpHU NONBITKEe OIJIATHI 0AHKOBCKOW KAapTOH HMMejaa MecTo ''HeycmemHas'"
onepanusi, cjaeAyeT COXPAHUTh OJHH JK3eMILUISIP BBIIAHHOT0 TEPMHHAJIOM 4YeKa JJs Mocjaeayromei
NPOBEPKH HA OTCYTCTBHE YKA3aHHOM ONlepalluy B BbINKMCKE 110 0aHKOBCKOMY CYeTY.

Pexomenganuu npu coBepuieHUH onepanuii ¢ 0aHKOBCKOI
Kaproii yepes cerb MHTEpHET

1. He ucnoasn3yiite IIMH npmn 3akase ToBapoB W ycJayr 4depe3 cerb MHTepHer, a Takike 1o
Teqedony/paxcy.

2. He coo0maiiTe mepcoHa/ibHbIEe JaHHbIe WM HHPOpMALKMI0O 0 OAHKOBCKOI(0M) KapTe (cueTe)
yepe3 cerb HuTepHer, Hanpumep IIMH, mapoam nocryma k pecypcam 0aHKa, CPOK [eilcTBUSA
0AHKOBCKOMH KapThbl, KPeAMTHbIC TUMHTbI, HCTOPHIO ONlepaluii, IePCOHATbHbIE JaHHbIE.

3. C neJgp0 nmpeaoTBpalieHusi HENPABOMEPHBIX JeHCTBUH MO CHATHIO BCeil CyMMBbI [I€HEKHBIX
CpeACcTB ¢ 0AHKOBCKOI0 CYeTa PeKOMEHAYeTCsl Il OIUIAThl MOKYNOK B ceTH IHTepHeT MCcmoib30BaTh
OT/IeJIbHYI0 0AHKOBCKYI0 KapTy (Tak Ha3bIBaeMYI0 BHPTYAJbHYI KAapTy) C NpelejbHbIM JUMHTOM,
NpeIHA3HAYEHHYI0 TOJbKO /sl YKA3aHHOW WeJd M He MNO03BOJSINIYI0 TMPOBOAUTHL C ee
HCII0JIb30BAHHMEM ONepalliM B OPraHU3aUsIX TOPTOBJIM U YCJIYT.



4. Caenyer nmoJib30BaThCsl HHTEPHET-CATAMM TOJBKO U3BECTHBIX M MPOBEPEHHBIX OPraHu3aNuii
TOPTrOBJIH U yCJIYT.

5. OoOsi3aTtesibHO yOeauTech B NPABWIBHOCTH aJpecOB HMHTEPHET-CAWTOB, K KOTOPbIM
NOAKJIIYaeTeCh M HA KOTOPBIX cO0MpaeTech COBEPHIMTH MOKYNKH, T.K. NMOXO0:KHMe ajpeca MOrYT
HCII0JIL30BATHCS IVIS1 OCYLIeCTBJIEHUSI HENIPABOMEPHBIX /el cTBHIA.

6. PexoMeHayeTcsl COBEpIIATH MOKYNKH TOJBKO CO CBOEr0 KOMIbIOTEpPa B IeJsIX COXPAHEHHS
KOH(UIEHIIHAJIBbHOCTH TEPCOHAIBHBIX JAHHBIX M (WiM) uHpopMauuu 0 OAHKOBCKOM(OM) KapTe
(cuere).

B ciayyae ecaiu mNOKynKa coBeplIaeTcsl € MCHOJb30BAaHHEM YY:KOr0 KOMIIbIOTEpa, He
peKoMeHAyeTcsl COXPAHAThL HAa HeM I[epCOHAJbHbIe JaHHble M JAPYrylw HHpopMauHio, a Imocje
3aBepllIeHUs] BceX Onepanuii Hy:KHO yOeAUThCs, YTO MEePCOHAIbHbIE IaHHbIe U Apyrasi nHpopManus
HEe COXPAHWIHCH (BHOBb 3arpy3uB B Opay3epe web-cTpaHuly npoaaBla, HA KOTOPOil COBepPHIAJIHUCH
MOKYIIKH).

7. YcraHoBUTE HA CBOil KOMIbIOTEP AHTHUBHPYCHOE MPOrpaMMHOe ofecrnedeHne W PeryJsipHo
NPOU3BO/IMTE €ro 00HOBJIEHHE U 0OHOBJIEHHE APYTHX HCNOJIb3yeMbIX BaMu mporpaMMHBIX NPOAYKTOB
(omepanMoHHON cHCTeMbI M MPUKJIAJIHBIX NPOrpaMM), 3TO MOKeT 3alIUTUTH Bac oT NpoHUKHOBEeHUsI
BPE/IOHOCHOI0 MPOTPAMMHOI0 o0ecrnevyeHus.
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